
Increasing Security Literacy: Supporting Your Staff 
in Understanding their Role in HIPAA HITECH 

Compliance  

NHCHC May 7, 2015 

Washington DC 



2 

HIPAA Guidance Can Be Overwhelming 

Risk Assessment 

Encryption 

Mobile Media 

Breach Notification 

Fines 

Audits 

Authentication 

HIPAA Privacy 

Business Associates Access Control 

Disaster Recovery Confidentiality 

Integrity Availability 

Patient Access 

Risk Management 

Contingency Planning 



What is the greatest risk?  

75% of organizations say the greatest risk to security and 
privacy of patient information is employee negligence. 



Phishing season  
 
 

1,981 patients were recently affected when their data was 
compromised by providers responding to phishing e-mails.  



Policies and procedures  

not enough 

Without proper training, 
policies and procedures are 
just a stack of documents.  

 

To be effective, you must 
provide staff with proper 
training and awareness 
programs appropriate to their 
role and responsibilities.   

 



 

Who, when, How? 

Who 
• Employees (full-time, part-time, temp) with access to PHI (electronic or paper) 

When 

• Onboarding new employees 

• Supplemental training throughout the year (targeted reminders, or new job duty, 
new policy, new procedure, new technology, a security incident ) 

• Annual review of general HIPAA concepts 

How 

• Onsite – classroom training 

• Virtual – elearning (videos, interactive online training software, kiosk) 

• Email, posters, flyers 



Creating a Culture of Privacy and Security 

Prioritize culture of awareness of privacy and 
security within the organization  

 

Accountability and responsibility core value 

 

Commitment to personnel and training 

 

 Implementation of structured simple resource 
tools 

 



 
 

Blueprint for Building a  
HIPAA Privacy and Security Compliant 

Practice 
  
 

 

Engaged Leadership 

Strategic risk management planning 

Process Improvement 

Workforce Training 

Communication- Patient Engagement 



Ensuring Full Compliance with 

Federal, State and Local 

Regulations 

http://www.google.com/imgres?imgurl=http://thumbs.dreamstime.com/x/compliance-rules-regulations-guidelines-arrow-signs-diagram-circle-showing-words-arrows-to-illustrate-how-to-comply-31478093.jpg&imgrefurl=http://www.dreamstime.com/stock-photo-compliance-rules-regulations-guidelines-arrow-signs-words-colorful-road-directing-you-to-comply-wih-important-laws-image31478130&h=400&w=400&tbnid=--UEoo-w_7KORM:&zoom=1&docid=9Yz_ug8V2bPdkM&ei=ep83VaDaNsbssAXqhoCQCw&tbm=isch&ved=0CGgQMyhBMEE


 

The Skills I Acquired as a Fed 

Transferred to the World of 

Corporate Compliance   

http://www.google.com/imgres?imgurl=http://thumbs.dreamstime.com/x/compliance-rules-regulations-guidelines-arrow-signs-words-colorful-road-directing-you-to-comply-wih-important-laws-31478130.jpg&imgrefurl=http://www.dreamstime.com/stock-photos-compliance-rules-laws-regulations-stack-books-manuals-words-to-illustrate-vast-amount-guidlines-to-follow-to-image35852963&h=400&w=400&tbnid=AFhWSBTxM1BwsM:&zoom=1&docid=aHt5YatG3aZm-M&ei=ep83VaDaNsbssAXqhoCQCw&tbm=isch&ved=0CHMQMyhMMEw


Since 1985 

   PHMC’s Health Care for the Homeless Program 
has been providing health care and social 
services to the homeless population. 

 



OMG!!!!!! 
What Did I Get Myself Into????? 

• I hit the ground running!!!!! 

• What’s encryption? 

• BA and covered entities….explain that again…..for 
the 5th time!! 

• ePHI…..what’s that and why is the “e” lower-
cased? 

• Minimum Necessary….for whom does this apply? 

• HIPAA HITECH....I never heard of that company 
before! 

 

http://www.google.com/imgres?imgurl=http://www.clipartoday.com/_thumbs/014/Confused_tnb.png&imgrefurl=http://www.clipartoday.com/clipart/cartoons/cartoon/cartoon_164989.html&h=350&w=325&tbnid=wtD__PpK_O46iM:&zoom=1&docid=dfsTOLjDtLpruM&ei=g5o3VYK_L8HIsAWbpoCACw&tbm=isch&ved=0CE4QMygnMCc


What Am I Saying…..  
That You Don’t Understand???? 

http://www.google.com/imgres?imgurl=http://thumbs.dreamstime.com/z/issues-red-stop-sign-shows-stopping-problems-difficulty-troub-showing-troubles-41432898.jpg&imgrefurl=http://www.dreamstime.com/illustration/difficulty.html&h=1331&w=1300&tbnid=UnSLtfmKhlWnHM:&zoom=1&docid=KrIRfDtRw0nC1M&ei=Lp0-VY-fEYXXsAXV4oGYBQ&tbm=isch&ved=0CBwQMygUMBQ4ZA
http://www.google.com/imgres?imgurl=https://nikkopdr.files.wordpress.com/2012/06/challenge-image3.jpg&imgrefurl=https://nikkopdr.wordpress.com/category/uncategorized/&h=1024&w=1365&tbnid=ACUAal7wY1Y86M:&zoom=1&docid=WvnUrucVWl4yHM&ei=65w-VYLZJ4WlsAXcwYGwCA&tbm=isch&ved=0CEMQMygfMB8
http://www.google.com/imgres?imgurl=http://1.bp.blogspot.com/_hN4JUDif6VA/TOkieZV4UjI/AAAAAAAAA3Q/O6DUUlDJ62c/s1600/sitting_on_a_contract.gif&imgrefurl=http://mrsartdollmaker.blogspot.com/2010/11/enter-2011-hoffman-challenge.html&h=180&w=490&tbnid=1QBHP5KCSMtJdM:&zoom=1&docid=FwfO3HRmY_PPTM&ei=Lp0-VY-fEYXXsAXV4oGYBQ&tbm=isch&ved=0CF4QMyhWMFY4ZA
http://www.google.com/imgres?imgurl=http://getclipart.net/1024/3d-clip-art-of-a-confused-orange-person-holding-their-hands-out-because-they-arent-sure-what-to-do-about-seo-and-link-exchanges-to-market-their-site-on-white-by-3pod-420.jpg&imgrefurl=http://getclipart.net/design/3d-clip-art-of-a-confused-orange-person-holding-their-hands-out-because-they-arent-sure-what-to-do-about-seo-and-link-exchanges-to-market-their-site-on-white-by-3pod-420&h=1044&w=1024&tbnid=kCdwXLCZXtIPMM:&zoom=1&docid=fNIy1dhX0kBFEM&ei=vJ0-VZCmK4XJsAX2sIHICA&tbm=isch&ved=0CD4QMyg2MDY4rAI


Policies & Procedures 

http://www.google.com/imgres?imgurl=http://thumbs.dreamstime.com/x/policies-procedures-diagram-explaining-how-come-34339794.jpg&imgrefurl=http://www.dreamstime.com/royalty-free-stock-photo-implementation-having-goals-implementing-plans-image34340275&h=389&w=400&tbnid=f0--vW8Tf6LQQM:&zoom=1&docid=CYaGEXfI4WsYNM&ei=7NJGVbzoDuLLsAStmIHQCg&tbm=isch&ved=0CCMQMygHMAc
http://www.google.com/imgres?imgurl=http://sr.photos3.fotosearch.com/bthumb/CSP/CSP991/k11719101.jpg&imgrefurl=http://www.fotosearch.com/illustration/procedure-mask.html&h=139&w=170&tbnid=iPyWTthY57ogUM:&zoom=1&docid=p6xxUqu4UbQt8M&ei=7NJGVbzoDuLLsAStmIHQCg&tbm=isch&ved=0CEsQMygnMCc


Embrace Information Technology  

 Encryption 

 Configuration 

 Local Networks 

 Decommission Process 

 VPN (Virtual Private Network) 

 Firewalls 

 

http://www.google.com/imgres?imgurl=http://imageenvision.com/450/26233-clip-art-graphic-of-a-confused-desktop-computer-cartoon-character-by-toons4biz.jpg&imgrefurl=http://imageenvision.com/cliparts/confused&h=450&w=450&tbnid=kVQVKTPlTen7cM:&zoom=1&docid=Mlh5Mxq4nE7MnM&ei=g5o3VYK_L8HIsAWbpoCACw&tbm=isch&ved=0CEMQMygcMBw


 

 

 

 
This was me   

 

 

 

    Help Is On The Way!!!!!! 

This is QI Partners 

http://www.google.com/imgres?imgurl=http://cliparts.co/cliparts/pTo/A69/pToA698Ac.png&imgrefurl=http://cliparts.co/clipart/2307752&h=596&w=432&tbnid=ekf1YJNHXihDSM:&zoom=1&docid=9rZA_Rfl-wtbpM&ei=g5o3VYK_L8HIsAWbpoCACw&tbm=isch&ved=0CCkQMygMMAw
http://www.google.com/imgres?imgurl=http://www.clipartbest.com/cliparts/ace/LEa/aceLEaMc4.gif&imgrefurl=http://www.clipartbest.com/free-superhero-clip-art&h=588&w=428&tbnid=MNBZeyJmNFJ-nM:&zoom=1&docid=JqQ567QS5o5M0M&ei=z503VaaHIMbvtQWMzoDYAw&tbm=isch&ved=0CBcQMygPMA84ZA


HIPAA HITECH EXPRESS 

Helps to store, organize and track security 
documentation in one place 

Helps create a schedule for periodic review of 
policies and procedures and identify when they 
are missing, out-of-date or ineffective. 

Helps implement policies and procedures to 
prevent, detect, contain, and correct security 
violations. 

 

http://www.google.com/imgres?imgurl=http://comps.canstockphoto.com/can-stock-photo_csp20619984.jpg&imgrefurl=http://www.canstockphoto.com/project-management-tools-online-website-20619984.html&h=406&w=450&tbnid=lUHYlL7SAAryDM:&zoom=1&docid=9c_taPUnR6urKM&itg=1&ei=C543VaOXM8SZsAXOl4GICw&tbm=isch&ved=0CC8QMygTMBM


• Guided Questions 

• Yes/No only. No 
ambiguity! 

• Built-in help,   
integrated 
training 

• Quickly move 
from Assessment 
to Action 
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Rapid Risk Analysis: Quick How Am I Doing 

Diagnostic 



• Expert-guided  

• Priority based on   
Risk, Cost and 
Impact 

• Built-in help,   
integrated training 

• Accommodates 
varying  
organizational    
Goals and 
Objectives  
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Gap Analysis: Prioritize Risks to Focus on 

What’s Important 



Rapid Risk Remediation: Mitigate Risks and 

Develop Required Documentation 

• Detailed Task-
by-Task Work 
plan  

• Simple 
Workflow 

• Web and email 
integration 

• Task ownership 
and scheduling 

• Self-
documenting 

20 



Who are Business Associates? 

Healthcare Entity Business 
Associate 

Comment 

Claims Clearinghouse no Covered entity 

Hospital Systems no Covered entity 

Health Information Exchange yes 

IT Service Provider  yes 

Reference lab no Covered entity 

Radiology Service Provider no Covered entity 

Referring/Referred to Provider 
(any specialty) 

no Covered Entity 

Answering Service yes 

Commercial Insurer No/Yes Covered Entity/if adm 
self-insured benefit plan 

Lawyer yes If litigating patient cases 

Accounting Firm  yes If reviewing/managing 
claims data 

Off-site Med Records Storage 
Facility  

yes 

Housekeeping Service no Incidental contact with 
PHI 



Who ??? 

 

Are you a Covered 

Entity (Healthcare 

Provider, Health Plan, 

Healthcare 

Clearinghouse)? 

Do you perform 

services to or 

activities for a 

Covered Entity? 

Not a Business 

Associate. 

No 

Yes 

Not a Business 

Associate. 

Do services or 

functions 

involve access 

to Protected 

Health 

Information? 

Yes 

No 

No 

Yes 

You are a 

Business 

Associate. 



 
The Ten BAA Essentials 

BAA Essentials 1. Establish Permitted Uses and 
Disclosures. 

2. State BA will not use or 
disclose PHI for reasons not 
permitted or required. 

3. Require BA implement HIPAA 
safeguards to prevent 
unauthorized use or 
disclosure. 

4. Require BA to report to CE 
unauthorized use or 
disclosure. 

5. Require BA to disclose PHI to 
satisfy CE’s obligation to 
provide individuals access to 
their PHI, for amendments, 
and accountings. 

6. Require BA to comply with 
CE’s Privacy Rule obligations, 
as agreed. 

7. Require BA to make available 
to HHS information needed to 
show CE’s compliance with 
HIPAA. 

8. At the termination of the 
contract, require BA to return 
or destroy the PHI. 

9. Require BAs ensure their 
subcontractors agree to the 
same provisions as the BA 
agreed. 

10.Authorize the termination of 
the contract if BA violates any 
material term, (i.e. #’s 1-9). 
 



Top Risk Areas That you should 

CONSIDER And MITIGATE 

1. Do you have a complete and up-to-date set of security and privacy policies? 

2. Do you have an inventory that identifies the devices, network and software 
that process, store and transmit PHI? 

3. Have you conducted a risk assessment in the past 12 months and acted on it? 

4. Do you have business associate agreements in place with all BAs you share 
PHI with? 

5. Do you have a Business Continuity plan in place in case of a disaster or 
breach? 

6. Do you conduct required security and privacy awareness training? 

7. Is all patient information encrypted on mobile devices? 

8. Do you have a documented policy for granting, changing or terminating PHI 
access? 

9. Have you designated one person as security officer in your organization? 

10. Do you track who has been assigned/has access to mobile devices, keys and 
physical tokens? 

 

 



I didn’t have to reinvent the wheel  



Security Privacy 2015  
Detail – Status Report 



 

 

Collaborations with Internal & External 

Partners is the Key to Successful 
Implementation 

 
 
 
My new BFFs are: 
⁻ Information Technology Department 
⁻ Facilities Department 
⁻ Legal Departments 
⁻ Departmental Managers 
⁻ Volunteers  
⁻ Student Interns 
⁻ QI Partners 

 

http://www.google.com/imgres?imgurl=http://benrushpta.org/files/2015/01/importanta-clipart.png&imgrefurl=http://benrushpta.org/2015/01/&h=215&w=300&tbnid=DpEBbbD15mdYbM:&zoom=1&docid=SM2t_HOctSwigM&ei=gKA3VbrRJcSxsAWqwoHYAw&tbm=isch&ved=0CDQQMygsMCw4ZA
http://www.google.com/imgres?imgurl=http://benrushpta.org/files/2015/01/importanta-clipart.png&imgrefurl=http://benrushpta.org/2015/01/&h=215&w=300&tbnid=DpEBbbD15mdYbM:&zoom=1&docid=SM2t_HOctSwigM&ei=gKA3VbrRJcSxsAWqwoHYAw&tbm=isch&ved=0CDQQMygsMCw4ZA
http://www.google.com/imgres?imgurl=http://benrushpta.org/files/2015/01/importanta-clipart.png&imgrefurl=http://benrushpta.org/2015/01/&h=215&w=300&tbnid=DpEBbbD15mdYbM:&zoom=1&docid=SM2t_HOctSwigM&ei=gKA3VbrRJcSxsAWqwoHYAw&tbm=isch&ved=0CDQQMygsMCw4ZA


Leadership Support Is Essential 

http://www.google.com/imgres?imgurl=https://certifytocomply.files.wordpress.com/2013/07/vision-microsoft-clip-art.jpg&imgrefurl=https://certifytocomply.wordpress.com/2013/07/&h=565&w=850&tbnid=rBh3NcYFOv4m1M:&zoom=1&docid=0X7RiFNTxFiW_M&ei=oqA3VfeQCISpsAXs8IH4Cg&tbm=isch&ved=0CGAQMyhYMFg4yAE
http://www.google.com/imgres?imgurl=http://blackdeer.edublogs.org/files/2012/02/Success-Criteria-1u7k8xg-300x149.jpg&imgrefurl=http://blackdeer.edublogs.org/category/general-update/&h=149&w=300&tbnid=1ANRG4FGN40y0M:&zoom=1&docid=iHzCt9gALZi-UM&ei=SKI3VcOECInutQWhooGwBA&tbm=isch&ved=0CE8QMyhHMEc4rAI
http://www.google.com/imgres?imgurl=http://comps.canstockphoto.com/can-stock-photo_csp18437217.jpg&imgrefurl=http://www.canstockphoto.com/corporate-governance-word-cloud-concept-18437217.html&h=470&w=450&tbnid=IkUxA198YvAvyM:&zoom=1&docid=f2q2pFDMmM0AzM&ei=ep83VaDaNsbssAXqhoCQCw&tbm=isch&ved=0CD0QMygWMBY


Parting Words of Wisdom 

• Don’t be discouraged 

• Follow the laws/regulations 

• Keep abreast of policy updates on regulatory 
websites 

• Network with fellow Compliance Directors 

• Engage in professional development 
opportunities 

 

http://www.google.com/imgres?imgurl=http://thumbs.gograph.com/gg62298025.jpg&imgrefurl=http://www.gograph.com/stock-illustration/trouble-ahead.html&h=170&w=134&tbnid=O3xYZkZ3lVexOM:&zoom=1&docid=O1GKYtLHSYsrfM&itg=1&ei=kp0-VaKAFsmXsAWT44GgAw&tbm=isch&ved=0CA4QMygGMAY4yAE


Resources 

Katherine Foy, MSW 

Public Health 
Management 
Corporation 

Kfoy@PHMC.org 

 

Anna Gard, FNP-BC 

AMG Consulting 

gardanna@gmail.com 

 

 

Robert Zimmerman 

Managing partner QiP Solutions 

rzimmerman@qipsolutions.com 

www.qipsolutions.com 

 

Adam J. Bullian, JD 

Director QIP Solutions 

abullian@qipsolutions.com 
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